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If you use Windows, lock out
the new flaw

'Race is on' to fix major breach before

hackers invade, analysts say

10:32 AM CST on Thursday, February 12, 2004

By DOUG BEDELL / The Dallas Morning News

If Microsoft Corp. customers do not promptly patch the
latest security hole, Internet-connected computers
could be subject to an unprecedented wave of attacks

and disruptions, security experts said Wednesday.

The software giant released a fix Tuesday for a
networking vulnerability that is woven deeply into all
computers running Windows NT, Windows 2000,

Windows XP and Windows Server 2003.

The hole could allow malicious code to spread with
lightening quickness, much like the MSBlast worm that
exploded onto more than 120,000 computers last

summer in its first 24 hours of life.
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Unpatched computers could be taken over and used to

launch Web site attacks, spawn e-mail and delete data.

"There's just a massive amount of potential with this
kind of vulnerability,” said Ken Dunham, director of
malicious code for the iDefense intelligence firm. "It's

embedded all over the place.”

Added Patrick Hinojosa, chief technical officer of Panda
antivirus software: "Now the race is on. The question is
whether people will get patched in time before some

sociopath puts out the exploit."

It is a question of when — not if — a malicious coder will
strike, some experts say. No exploit code has been

seen yet. But the vulnerability is so large and tempting,
it is doubtful that worm writers will be able to ignore it,

they say.

The holes used by most worms are limited to specific
programs running on Windows, such as Internet

Explorer or the SQL database server.

"But this flaw is an operating system level flaw," Mr.
Hinojosa said. "There are many different ways to take
advantage of this on most systems. And it would enable
administrative-level access, which means you can do

anything.”

The vulnerability involves a Windows file used by

numerous Microsoft programs, including Internet
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Explorer, Outlook, Exchange 5, 2000 and 2003, and
several versions of the company's line of Internet

Information Server software.

Microsoft has been trying to re-emphasize creating
secure software with its Trustworthy Computing
initiative and has joined with several prominent
companies in offering bounties for the capture of those

who release exploitative code.

"It could be that the bounties have scared people off

and nothing happens with this vulnerability," Mr.

Dunham said.

"It might be that the bad guys hold up their hands and

say, 'Oh, we don't want to mess with this any more.'

"But | doubt that's going to happen.”

Mr. Dunham said iDefense has seen copies of code that

successfully crashed an Internet Information Server.

"I'm not saying where we got them, but we tested two

different versions," he said. "It would be simple to turn

them into a worm."

E-mail dbedell@dallasnews.com
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